OFFICE OF THE bATA PROTECTION COMMISSIONER
ODPC COMPLAINT NO. 0568 OF 2025
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Q%/ ' DETERMINATION ‘ O

(Pursuant tg"’ Section 8(f) and 56 of the Data Protection Act, 2019 an é{;laﬁon 14
'y

of the Daté" rotection (Complaints Handling Procedure and Enforcemen. ulaig"ans,
2021) M |
LLJ W
A. INTRODUCTION o~
oS O’ ,‘:

1. This Complaint is in respect of the Complainant's claim that the Re@hdent'has
been p?c")‘é;ssing his personal information, such as name, ggndel:l?z?te of birth,
national (TD) number, KRA PIN, and phone number, uﬁlawﬂﬁp without his

knowledge.

B. LEGAL BASIS

2. The Constitution of Kenya 2010&%5!:\}\%!&\1 (c) and (d) provides for the right
to privacy. Consequently, as:an.effort to further'guarantee the same, the Data
Protection Act, 2019 (hereinafter known as ‘the Act’) was enacted.

3. The Office of the Data Protection Commissioner (hereinafter ‘this Office” and/or
‘the Office’) was established pursuant to Section 5 of the Act and is mandated with
the responsibility of regulating the processing of personal data; ensuring that the
processing of personal data of a data subject is guided by the principles set out in
Section 25 of the Act; protecting the privacy of individuals; establishing the legal
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and institutional mechanism to protect personal data and providing data subjects
with rights and remedies to protect their personal data from processing that is not
in accordance with the Act.

. Section 8 (f) of the Act provides that the Office can receive and investigate any
complaint by any person on infringements of the rights under the Act. Furthermore,
Section 56 (1) of the Act provides that a data subject who is aggrieved by a decision

of any person under the Act may lodge a complaint with the Data Commissioner

in accordance with tﬁ’gAct. ? RO TE C 7
. This determ|natior‘ I!\o?ghed on the provisions 4@i‘?tlon 14 of the Data
&
a n

Protection (Con@ nts Handling Procedure and Enforce g-liegulatlons, 2021

(the Enforcement Redulations) which states that the Data o@issioner shall,
¢ v »-J

upon th@clug,ion of the investigations, make a determinationgsed on the

ﬁnding.i&f the investigations. ;
C. BAKGROUND OF THE COMPLAINT D

) U?
. This 61!5‘ e received a complaint from the Complainant on 14" April=2025. The
compl&é. was Iodéed pursuant to Section 56 of the Act and Regulation' 4 of the
D\ata P)@ction (Complaints Handling Procedure and Enfdrcement)%gulations,

20:’{__1 (he@aﬂer\;he *Enforcement Regulations’) from the Compla;ge; who is the
aggrieved data subject. :

. The Respondent, r»Regioﬁ'al Centre for Mapping- Resourges wfor Development
(RCMRD), isian international organization with 20-member states hostéd in Kenya
and processes a myriad of datg.' IgtN;éo/sp al and non-geospatial, with strict
adherence to data sharing protocols.

. Pursuant to Regulation 11 of the Enforcement Regulations, this Office notified the
Respondent of the complaint filed against it via a letter dated 7 May 2025
referenced ODPC/CIE/CON/2/1 (283) and required their response within 21 days.

. The Respondent responded to the notifications of the complaint via a letter dated
20t May 2025.

)
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10.This determination is therefore as a result of analysis of the complaint as received
and the response from the Respondent.

D. NATURE OF THE COMPLAINT

11. The Complainant alleges that the Respondent has been processing his personal
information, such as name, gender, date of birth, national ID number, KRA PIN,
and phone number, unlawfully.without'his knowledge.

E. SUMMARY OF RELEVA%;W?I%)@]?ENCE ADDUCED
i. THE CO%ELAERANTS’ CASE /o '

12.The Compla'nagpcontended that he spontaneously typed his.name on'Google to
see what j%%ation was there about himself, and to his surprise;t/l‘]/e Respondent
was dispfsying his name, gender, date of birth, national ID numberﬁKRA PIN, and
his ph({néanumber in plain sight of the world contrary to the law.

13.To support his complaint, the complainant:
a)LAjtached a link to what appears on the Respondent’s site.
b)=A=screengrab of how the results appeared on the Google s
bage.
il @E RESPONDENT’S RESPONSE

ISSIWN

rch results

INDO

3

14.In its response, the Respondent stated that .the online JKP platform
http://ikpnodes.remrd.org/#/ ) was.developed for training and usagé by Kenyan
counties within the coasfal rerg{f)lizc?{secgg [5\[! the six counties of Lamu, ‘Kiliﬁ,
Mombasa, Taita Taveta, Kwale and Tana River.

15.The Respondent stated that they traced the data entry to Tana River County and
confirmed that it was uploaded during the training exercise, and the dataset was
uploaded by the Geographic Information System (GIS) team from Tana River
County during the JKP geoportal training exercise that was undertaken on 9-13th
September 2024 and not the Respondent’s staff. The Respondent contended that

it has no access to such datasets.
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16.The Respondent further stated that the data was uploaded by a trainee who failed
to apply the data system protection, and the oversight is highly regrettable and
the Respondent pulled down the information from the JKP site upon receipt of the
notification of complaint.

17.The Respondent stated that it has no malicious intention of exposing personal
information about any individual or institution and has given firm instructions to all
staff to adhere to data protection protocols outlined by ODPC, which it has

subscribed to in 2025. \‘ O T E C
18. The Respondent gqehtazd that the geopog{pe/?designed for use by

speciﬁc‘;,.c:ounty@‘ ernments in the coastal region-of K ytp?nd each county
indepe‘ndentfwanagéé its own geoportal. _ O

19.The Resﬂbn enp‘édmitted that the information that the Complainant:found could
be accdséed from the site databases through a search using exact uniq@keywords
spch @n individual’s name, mobile number, or any other info@?}ion that

replicates what exists in the database. o
F. ISSUES FOR DETERMINATION "/
20.The follbﬁ issues fall for determination by this Office: ™y
i\ Whether hg Complainant’s personal information/data%'\?ras lawfully

\ \
‘processed; and

ii. Whether thé;CompIainant is entitled to any remedies under the Act and the

attendant Rggulafions. k' E N \( A

I. WHETHER THE COMPLAINANT'S PERSONAL DATA WAS LAWFULLY
PROCESSED

21. Section 2 of the Data Protection Act defines processing as “any operation or sets
of operations which is performed on personal data or on sets of personal data
whether or not by automated means such as:- (a) collection, recording,
organization, structuring; (b) storage, adaptation or alteration; (c) retrieval,
consultation or use; (d) disclosure by transmission, dissemination, or otherwise
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making available; or (e) alignment or combination, restriction, erasure or
destruction.”

22. From the above definition, it is evident that at all material times the Respondent
was processing the Complainant’s personal data.

23.Having established that indeed all the while the Respondent was processing the
Complainant's personal QQta, we:-nowsturn.to the question on whether the
Complainant’s personal data was lawfully processed.

24.Section 30 of the Data P{ogct%gttrg r\ F)édrful bases for processing
personal data. It provides:-

30. Lawful pm‘;q}SIng of personal data
(1) A datadcontroller or data processor shall not process pef@al data, unless
(a) the data'subject consents to the processing for one or more sp ! ﬂed pUrposes;

o & ;

(b) the processing Is necessary- a

(i) for the performance of a contract to which the data subject@'a party or
{ ‘in order to take steps at the request of the data subject bef@ entering

i lnto a contract;

(”)tmr comp//ance with any legal obligation to which the contrg%s subject;

(i) In. order to protect the vital interests of the data subject or%ather natural
person; . :

(iv) for the performance of a task carried out in the pyblic interest or in ghe
exercise of official authority vested in the cantm/ler :

(v) the performance of an%aq( ?af/}eb g%t by a public authority;

(vi) for the exercise, by any person in the public interest, of any other
functions of a public nature;

(vii) for the legitimate interests pursued by the data controller or data
processor by a third party to whom the data is disclosed, except if the
processing is unwarranted in any particular case having regard to the
harm and prejudice to the rights and freedoms or legitimate interests of

the data subject; or

 —~
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(viii) for the purpose of historical, statistical, journalistic, literature and art or
scientific research.

2).........

25. The above-stated bases are the lawful instances upon which a data controller,
the Respondent herein, should have processed the Complainant’s data.

26.1t was the Complainant’s position that the Respondent was processing his personal
data, including his name, gender, date of birth, national’ID_.number, KRA PIN, and

his phone number, With&lt H@ @)@dZeE C r ,

27.1t was the*‘ﬁespor@e}‘s position-that in as'much as@e@a‘fa had been obtained
from ]’éna i@County,’ the said data was inadvertently ﬁ@\subjected to the
necéssa gﬁ syst'é;n protection procedures. This inadvertent@rslght made it
possible-‘for the‘data to be accessed from the site databases th?ogjgh a search
using &¥act unidue keywords such as an individual’s name, mobile n@er, or any
Other'ﬁrmation that replicates what exists in the database. : ’;’j-)

28. Section, 25 of the Act further provides for principles of data protectiéﬁ?lt states

v

that:- =,
L e ‘
“"Everyidata controller or data processor shall ensure that personal, ,a? is-

a) Processed in accoraance with the right to privacy of the data subject;

- -~
T

b) Probe;sed‘/awfg//;/, fairly and in a transparent.manner in re?ation to any data
subject;.

c) collected for explicit, sperKﬂg Mcxe%mate purposes and not further
processed in a manner-incompatible wi_thl those purposes;

d) adequate, relevant, limited to what is nécessary in relation to the purposes for
which it is processed;

e) collected only where a valid explanation is provided whenever information
relating to family or private affairs is required;
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f) accurate and, where necessary, kept up to date, with every reasonable step
being taken to ensure that any inaccurate personal data is erased or rectified
without delay;

9) kept in a form which identifies the data subjects for no longer than is necessary
for the purposes which it was collected; and

h) not transferred outside Kenya, unless there is proof of adequate data
protection safeguards or.consent from'theidata subject

29. From the Respondent’s res @T’? idence adducéd,before this office, it
is evident that the a? principles of data técé@’}w re not'fpllowed by the
Respondent a%&‘gta controller of the impugned.complaipant’s pefébnal data.

» \ A N

30.Further, t é43equndent, by its submissions, admitted that%orméﬁon that

the Complainant’s personal data could be accessed from th databases
throug_I)La search using exact unique keywords such as an indivgl’s name,
ists in the

mobil@umber, or any other information that replicates what
database. From the complaint, the Complainant used the above par@ters and
found that the Respondent was processing his data. sy

31} Thatﬁéing said.;_ it therefore follows that the Respondent prggessed the
Compléiat’s personal data unlawfully as it did not comply wjth thé{p;inciples for

data protection.

32. As such, this Office therefore finds that the Complainaﬁt’s perSf)naI d]at'a was not

processed lawfully. 0

II. WHETHER THE Jconnﬁfﬁﬁﬁgbtsmmen TO'ANY REMEDIES
UNDER THE ACT AND THE ATTENDANT REGULATIONS.
33.Pursuant to Régulation 14 (2) of the Enforcement Regulations, a determination
shall state the remedy to which the complainant is entitled. Further, the remedies
are provided for in Regulation 14 (3) of the Enforcement Regulations.

34.Section 58 of the Act as read together with Regulations 14 and 16 of the Data
Protection (Complaints Handling Procedure and Enforcement) Regulations, 2021,
contemplate, as a remedy, the issuance of enforcement notices against an entity
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that has failed or is failing to comply with any provisions of the Act and the
attendant regulations thereto.

35.The Office takes cognizance that desplte the unlawful processing of the
Complainant’s personal data, the Respondent took the following mitigation
measures to address the complaint as follows:
a. The datasets have been removed from the site, and an attempt to conduct a

search of the Complainant or any other potential Complainant would not yield any
results.
b. A formal request h:ﬁﬁeﬁh&@oﬁlﬁ @?Pﬁiver Geographlc Information
System (GIS) se the need to.adhere and conform to the data protection
gundelmes befo@ loading of any data sets into their geoportal system,

36.As such théQﬁ‘ ice has confirmed the above measures were ln'@nented by the
Respong\ and therefore an Enforcement Notice shall not |ss%agalnst the

Respo&nt in, the qrcumstances ‘;

fial o T

G. FINA DETERMINATION N
| L U7

37.1n tUItlmate éthe Data Commissioner therefore makes the fo@ng final
determination;

L I \‘ae Complaint is dismissed. "77

uii._ Partles have the right to appeal this determination to the Hrgh Court of
Kenya wnthln thlrty (30) days

DATED at NATROBI this_?_____ i% BN fda offlj(/éj _____________ 2025.

IMMACULATE KASSAIT, MBS
DATA COMMISSIONER
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